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#endif

#elif
#ifdef

#else

#error

#include

OOO

Despite the widespread use of the C Preprocessor
| (CPP), it is often criticised due to:

~ Negative impact on code quality and maintainability

~ Error-prone characteristics




~ Program family: Libpng

static void progressive_row(png_structp pplnX

If (new_row != NULL) {

if (y >=dp->h)
row = store_image_row(dp->ps, pp, 0, y);

. #ifdef INTERLACING
If (dp->do_interlace){

// Code Here..
} else

pNg_progressive_combine_row(pp, row, new_row);
10. }else if (dp->interlace_type == PNG_INTERLACE_ADAM?7)
11.  png_error("'missing row");
12. #endif
13.}
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~ Syntax error: INTERLACING

static void progressive_row(png_structp pplnX
If (new_row != NULL) {
if (y >= dp->h)
row = store_image_row(dp->ps, pp, 0, y);
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1. static bin_tree_t * parse_bracket_exp (X
2. // Code Here..

3. re_bitset_ptr_t sbcset;
4. #ifdef 118N

!5, re_charset_t *mbcset:
| 6. // Code Here..
| 7. #endif

8. /l Code Here..

9. sbcset = (re_bitset_ptr_t) calloc (sizeof (unsigned int), BITSET);
10. #ifdef 118N

11. mbcset = (re_charset_t *) calloc (sizeof (re_charset_t), 1);

12. #endif

13. #ifdef 118N

14. if (BE (sbcset == NULL Il mbcset == NULL, 0))

15. #else
16. if (BE (sbcset == NULL, 0))
17. #endif
18. {
19. *err = REG_ESPACE;
20. return NULL;
l21. )
22. [/ Code Here..
23. }




~ Memory leak: 118N
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22,
23.}

static bin_tree_t * parse_bracket_exp (X

/l Code Here..
re_Dbitset_ptr_t sbcset;

re_charset _t *mbcset;
// Code Here..

// Code Here..
sbcset = (re_bitset_ptr_t) calloc (sizeof (unsigned int), BITSET);

mbcset = (re_charset_t *) calloc (sizeof (re_charset_t), 1);

if (BE (sbcset == NULL Il mbcset == NULL, 0))

{
*err = REG_ESPACE;

return NULL;

}
/l Code Here..




~ Studies relate the CPP usage to bugs

~ However, only a few studies to:

4’ Investigate preprocessor-based bugs

4/ Quantify to what extent bugs occur in practice
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Empirical Study

Investigate and quantify preprocessor-based bugs in C

Program Families
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Strategies to Detect
Preprocessor-Based Bugs



1. Strategy to identify syntax errors
TypeChef

Program Family

i

[

.

ng

J

m‘" ‘_\

N

—_—_——
——
AR
Ay -

/

#else

#ifdef



2. Strategy to identify semantic bugs
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Commit
#1

Commit
#2

git

#include <stdio.h> X
#include <mytypes.h>

void
my]
#iff
P
#el
#iff
P
#el

}

#include <stdio.h> X
#include <mytypes.h>

Bugs in Software Repositories

Files Selected

void
myf
#if]
Pp|
#el
#iff
Pp|
#e
H

#include <stdio.h> X
#include <mytypes.h>

void function () {

myint x = 103

#ifdef ENGLISH
printf("Value: %d.", x);

#endif

#ifdef PORTUGUESE
printf("Valor: %d.", x);

#endif

#include <stdio.h>
#include <mytypes.h>

void
myf
#iff
P
#e€
#iff
P
#e!

#include <stdio.h>
#include <mytypes.h>

void
my]
#if]
P!
#ey
#iff
P!
#e)

#include <stdio.h> X
#include <mytypes.h>

void function () {
myint x = 10;
#ifdef ENGLISH
printf("Value: %d.", x);
#endif
#ifdef PORTUGUESE
printf("Valor: %d.", x);
#endif
3

A, mercurial

#include <stdio.h> X
#include <mytypes.h>

void
my
#if]
P
#e
#if]
P
#e

H

#include <stdio.h> X
#include <mytypes.h>

void
my]
#if

#include <stdio.h> X
#include <mytypes.h>

void function () {

myint x = 10;

#ifdef ENGLISH
printf("Value: %d.", x);

#endif

#ifdef PORTUGUESE
printf("Valor: %d.", x);

#endif

#include <stdio.h> X
#include <mytypes.h>
void function () {
myint X = 10;
#ifdef ENGLISH
printf("Value: %d.", x);
#endif
#ifdef PORTUGUESE
printf("Valor: %d.", x);
#endif
3

All files of
the first commit

Files that developers
change or add




Research Questions
. _

Q1. Do program families contain preprocessor-based
bugs?

Q2. For how long a preprocessor-based bug remains in
commits of a particular source file?

Q3. How do program families developers introduce the
preprocessor-based bugs?

Q4. Do developers introduce more bugs in functions with
preprocessor directives?



Q1. Do program families contain
preprocessor-based bugs?

Releases Commits

51 8 54

Bugs Bugs Bugs

121 distinct bugs
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121 distinct bugs

® Memory Leak
® Resource Leak
Null Deference
® Undefined Variable
@ Uninitialised Variable
® Out of Bounds Access




Q2. For how long a preprocessor-based bug
remains in commits of a particular source file?

- It varies from days to years
> No correlation with the LOC or number of developers
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Q3. How do program families developers
introduce the preprocessor-based bugs?

Syntax errors Semantic Bugs

46.67% by modifying 44.12% by adding

existing code and existing new
adding directives, code, e.g., a hew
e.g., to support a new source file, or a

operating system. new function



Q4. Do developers introduce more bugs in
functions with preprocessor directives?

@® Function with Directives 11%
® Functions without Directives 89%

40 Program Family Releases

@ Total Number of Functions

25 bugs

26 bugs



Tool Support

Colligens

FeaturelDE 3, Strategies to detect preprocessor-based
bugs

 Eclipse plug-in based on FeaturelDE

Core TypeChef

Defective Evolution

Detecting existing
problems like bugs
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Tool Support

Colligens

FeaturelDE + Refactorings to remove incomplete

(undisciplined) annotations without
cloning code

Core TypeChef

Perfective Evolution

Improve code quality to

avoid problem in the
future
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Incomplete Conditions

Bad Smell /1.

1. bool test = condition1;
2. #ifdef expression1
J 3. test =test && condition2;
H 4. #endif
5. if (testl
6. // Statements..
7.}

- 1. if ( condition1

| 2. #ifdef expressiont
3. && condition2
4. #endif

5 X
6. // Statements..
7.

}

l

Precondition: original code is not using variable test in this scope

® No code cloning
® No extra lines of code

® No extra preprocessor-directives
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Conclusions

We find 121 preprocessor-based bugs in program
family releases and commits

We submit 23 patches to fix bugs, developers accept
more than 74% of them

Developers introduce more syntax errors when
changing code and adding directives

Developers introduce more semantic bugs when
adding new code

Our results suggest that developers introduce more
bugs in functions with preprocessor directives






